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Company Information

Founded: 2022

Headquarters: San Francisco, USA

Funding: Series A

Market Segment: Non-Human Identity Management, Workload Identities
Licensing Model: Subscription

Geographic Focus: Global

Market Segment Overview

Workload Identity Management is a specialized subsegment of Enterprise Secrets
Management, closely tied to Non-Human Identity (NHI) or Machine Identity Management. It
focuses on managing secrets and identities for software workloads, particularly in cloud and
DevOps environments. This field addresses the unique challenges of securing ephemeral,
high-velocity, and automated workload identities, setting it apart from traditional secrets
management approaches.

Vendor Description

SPIRL (now Defakto), founded in 2022, is headquartered in San Francisco, California.
Defaktos founders led the creation of the SPIFFE (Secure Production Identity Framework for
Everyone) standard and SPIRE (SPIFFE Runtime Environment) open source SPIFFE
implementation. Backed by Series A funding, the company is well-positioned for rapid
growth. Defakto's core innovation stems from its founders' experience in deploying
SPIFFE/SPIRE to securely provision identities and credentials to millions of nodes in mission
critical infrastructure. Open standards form the backbone of Defakto's offering, which
revolutionizes workload identity management by eliminating the need for traditional secrets.

Solution Overview and Innovation

Defakto's platform leverages open standards like SPIFFE and OIDC to redefine workload
identity management by replacing static secrets with ephemeral, automatically rotating
credentials. Using context-aware attestation, it dynamically provisions workloads with short-
lived credentials such as X.509 certificates or JSON Web Tokens (JWTs). Unlike traditional
solutions, Defakto eliminates standing secrets, reducing the risk of exposure and increasing
security. Its unique approach bridges the gap between DevOps, platform engineering, and
identity administration, enabling developers to retain flexibility while meeting enterprise-level
governance and control requirements.

Defakto’s innovation lies in replacing vault-based secrets management with ephemeral short-
lived credentials that are continuously rotated. Using open standards, it ensures workload
credentials are dynamically and securely provisioned without requiring proxies or distributed
vaults. This results in a simpler, more secure system that integrates seamlessly with existing
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tools like Istio service meshes. By abstracting workload identity management from
infrastructure layers, Defakto enables a unified, interoperable approach across diverse
environments, delivering visibility and control while minimizing operational complexity.

The demand for efficient workload identity solutions is rapidly growing, driven by the
exponential rise in machine and workload identities surpassing human identities. These
identities are volatile, short-lived, and require automation for provisioning and deprovisioning.
Defakto's focus on high automation and seamless integration ensures a strong
product/market fit, catering to organizations adopting cloud-native and DevOps practices. Its
emphasis on ephemeral identities and credentials addresses the unique lifecycle demands of
workloads, positioning it as a leader in this evolving market.

Strengths and Challenges
Strengths

e Strong foundation on open standards ensuring interoperability.

e Eliminates standing secrets, enhancing security and reducing management
overhead.

e Seamless integration with existing DevOps and service mesh tools.

e [Easy to extend beyond out-of-the-box integrations for consistent workload identity
across applications and compute environments.

e Bridges the gap between developers, administrators, and security practitioners,
providing value for all.

Challenges

e Securing workload identity across an enterprise environment requires a well-
managed secrets management program.

e May be incorrectly perceived as competing with established secrets management
vendors, while being complimentary to an overarching secrets management strategy.

e Software engineering and security teams must partner to effectively carry out
implementation.
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Analyst's View

The Enterprise Secrets Management market is evolving rapidly, encompassing traditional
Encryption Key and Certificate Management (EKCM), Non-Human Identity (NHI) solutions,
and emerging Quantum-Safe Encryption (QES). Defakto exemplifies the shift toward holistic
and automated workload identity solutions. As the velocity and volume of machine identities
grow, automation becomes indispensable for managing lifecycle complexities. We foresee a
convergence of secrets lifecycle management, NHI, and unified governance systems.
Vendors like Defakto, leveraging open standards and ephemeral identity approaches, are
well-positioned to lead this transformation.
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Related Content from KuppingerCole

Leadership Compass: Secrets Management
Analyst Chat Podcast: Managing Machine Identities
Blog Post: Rise of the Machines

About KuppingerCole

KuppingerCole, founded in 2004, is a global, independent analyst organization
headquartered in Europe. We specialize in providing vendor-neutral advice, expertise,
thought leadership, and practical relevance in Cybersecurity, Digital Identity & IAM (ldentity
and Access Management), Cloud Risk and Security, and Artificial Intelligence, as well as for
all technologies fostering Digital Transformation. We support companies, corporate users,
integrators, and software manufacturers in meeting both tactical and strategic challenges and
making better decisions for the success of their business. Maintaining a balance between
immediate implementation and long-term viability is at the heart of our philosophy.

Copyright

©2025 KuppingerCole Analysts AG all rights reserved. Reproduction and distribution of this publication in any form is forbidden
unless prior written permission. All conclusions, recommendations and predictions in this document represent KuppingerCole’s
initial view. Through gathering more information and performing deep analysis, positions presented in this document will be
subject to refinements or even major changes. KuppingerCole disclaims all warranties as to the completeness, accuracy and/or
adequacy of this information. Even if KuppingerCole research documents may discuss legal issues related to information
security and technology, KuppingerCole does not provide any legal services or advice and its publications shall not be used as
such. KuppingerCole shall have no liability for errors or inadequacies in the information contained in this document. Any opinion

expressed may be subject to change without notice. All product and company names are trademarks™ or registered®

trademarks of their respective holders. Use of them does not imply any affiliation with or endorsement by them.

KuppingerCole Analysts support IT professionals with outstanding expertise in defining IT strategies and in relevant decision-
making processes. As a leading analyst company, KuppingerCole provides first-hand vendor-neutral information. Our services
allow you to feel comfortable and secure in taking decisions essential to your business.

KuppingerCole, founded in 2004, is a global, independent analyst organization headquartered in Europe. We specialize in
providing vendor-neutral advice, expertise, thought leadership, and practical relevance in Cybersecurity, Digital Identity & IAM
(Identity and Access Management), Cloud Risk and Security, and Atrtificial Intelligence, as well as for all technologies fostering
Digital Transformation. We support companies, corporate users, integrators, and software manufacturers in meeting both
tactical and strategic challenges and making better decisions for the success of their business. Maintaining a balance between
immediate implementation and long-term viability is at the heart of our philosophy.

For further information, please contact clients@kuppingercole.com.
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